
 

 

   

Product Description 

CRACKER Service Provider 
 

Advanced VoIP security verification via Cloud SaaS 
Enables Service Providers or Security Consultants check for any weakness that 

could result in a Privacy breach, Toll Fraud attack, D/T-DoS attack, or a SPIT attack 

on any size VoIP communications system.  
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Find a VoIP system’s weaknesses before the hackers do 
CRACKER remotely runs advanced VoIP attacks and stress tests designed to find the 

points of weakness in your SIP based VoIP system. Designed to run like real VoIP 

attacks, it completes a series of SIP vulnerability, penetration, and load tests which 

fully checks the System Under Test (SUT), including a robust examination of any SIP 

stacks in the call path. 

In a time of ever-increasing security threats, the need for dedicated and advanced 

VoIP security testing has never been greater. Service Providers need the assurance 

that systems they are deploying to carry live traffic as fully secure. Independent 

verification from Velona removes the reliance on the equipment vendors and systems 

integrators and puts the control back in your hands.   

 

Description

UC Port Scanning  Finds the UDP / TCP port through which the UC element accepts UC signalling.  

Extension Discovery Finds the actual extension numbers used on an IP PBX that uses SIP trunking or on IP 

Phones used for hosted voice. 

Password checking after extension discovery - Common passwords

Password checking after extension discovery - Default Velona (UC weak set)

Password checking after extension discovery - Dictionaries

Registration Hijacking  Check if registration succeeds

Toll Fraud after 

Registration Hijacking  
If registration succeeds, test calls attempted to verify if toll fraud is possible. 

Toll Fraud without 

Registration Hijacking 
Test calls attempted to verify if toll fraud is possible, without the requirement to register 

with the AS. Different calls, such as international, in-country, & premium calls attempted.

Mass Calling /flash attack Multiple, simultaneous Incoming calls ring customer phones. Can be classed as a DoS 

attack.  Tests against PBX's with a SIP trunk or IP Phones that use any hosted voice 

system.

Reboot requests  Attempts to reboot Endpoints and all other Elements in the end-to-end design (DoS 

attacks).

Privacy Breaching Attempts to a Privacy Breach (such as, configuring a silent conference, getting list of last 

numbers called, or accessing phone directories)

Wangiri pass-through Verifies if SUT can mitigate a Wangiri attack

Mass Geo-numbering 

pass-through
Verifies if SUT can mitigate a T-DOS attack from valid national Geo numbers

SIP Torture tests (RFC 4475) / Stress testing

A) Sends SIP messages, header fields and parameters that meet SIP formatting 

requirements but which are out of the ordinary.

B) Sends SIP messages, header fields and parameters that do not meet SIP formatting 

requirements.

Specifies certain amounts of SIP call setup traffic to verify that a given SIP node can handle 

a certain load (UDP, TCP) without encryption enabled. Simulates customers with SIP 

trunks and customers with IP Phones/softphones using hosted voice.

Specifies certain amounts of SIP call setup traffic to verify that a given SIP node can handle 

a certain load (TLS) with encryption enabled. Simulates customers with SIP trunks and 

customers with IP Phones/softphones using hosted voice.
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VoIP vulnerability, penetration, and load testing, all from the Cloud  
CRACKER’s testing and reporting is structured like Cyber Vulnerability Scans and Penetration testing, 

and checks for: 

1. Known Vulnerabilities in UC 

2. Known Config Vulnerabilities (aka most common Provisioning mistakes) 

3. Specific Vendor Vulnerabilities (if known) 

4. Advanced Vendor and UC Vulnerabilities (Velona Proprietary) 

5. Pen Testing (aka Torture Testing), including Privacy breaching (for example, silent Conferencing), 
SPIT testing, Element Reboot, IP Phone Fraud vulnerability (Fraud possibilities without 
Registration), D-DOS attack agent (for example, E-SBC taken over to attack google.com) 

6. Performance & Load testing (finds the point of failure of the system under strain) 

The overall goal of this type of testing is to establish the limitations of the SUT, ensuring a product or 

solution can meet the purpose for which it has been chosen. It ensures all solutions launched can 

meet the demand from their customers and finds out if any vulnerabilities exist for actual attacks, 

such as, Privacy breaches, Denial of Service (DoS) and Distributed Denial of Service (DDoS), or brute 

force attacks. 

Features 

1. Designed to be used by MSPs or 
consultants to allow them run advanced 
testing, such as, SIP Parser stress testing 
and brute force load testing 

2. Cloud-SaaS delivery for easy, scalable, 
resilient service delivery 

3. Custom & default test set-ups 

4. Immediately alerts on vulnerabilities found 

Standards 

 IETF: RFC3261, RFC3262, 
RFC3264, RFC3265 / RFC6665,  

 IETF: RFC3311, RFC3323, 
RFC3265, RFC3428, RFC3515, 
RFC3892, RFC3903, RFC3966, 
RFC4028, RFC4474, RFC5627. 

 3GPP: TS24.229 

 GSMA: IR.92, IR.94, IR.51 

Benefits  

1. Find weaknesses without requiring a 
deep knowledge of VoIP 

2. Rapid deployment means you hit the 
ground running 

3. No CAPEX or Admin costs 
4. Pay-as-you-go model means you can 

tailor your spending to the budget 
allocated to your project 

5. Significantly lower costs than existing 
on-site hardware-based solutions 

Network Types supported 
 IETF SIP 

 3GPP IMS (fixed line & mobile -VoLTE 
& FMC) 

 SIP implementations with proprietary 
extensions 
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CRACKER’s Load Testing capability  

CRACKER’s dedicated Load Testing module allows you to verify the maximum number of voice calls 

for your System Under Test (SUT), for call setups, sustained calls and call failures, or any mixture of 

the three. It provides the ability to send call setup signalling (INVITEs) and background signalling 

traffic, such as, OPTIONS & NOTIFY messages. Transport Protocols supported include UDP, TCP & 

TLS, with both RTP and Secure RTP (sRTP) media also possible. It also provides the capability to act as 

both the originating and terminating agent if the SUT passes through the SIP and media e.g. SIP 

proxies, IP PBXs, or SBCS.  

Sustained testing is provided with extremely flexible setup with ramp up and down depending on 

chosen busy hour(s). G.711 a/u law or G.729A codecs are provided and calls may be answered, 

unanswered or a mixture of the two. The call arrival pattern can use Poisson Distribution or a static 

specified number of calls per second, while call duration / call hold time can be a single static or 

variable value. The users served by the SUT may use a mix of different domains and sub domains and 

multiple certificates for TLS can be used for each domain or sub domain. MD5 password support is 

provided for scenarios where end points must be registered with the SUT and where the SUT is only 

passing through such registrations, such as in case of a Session Border Controller (SBC). 

Velona provides a flexible and powerful GUI and command line interface to allow easy-to-use test 

scripts to be created, stored, and scheduled. Our stress tester scales from a simple test bed with just 

a few end points to the most complex Core Network, requiring multiple components in the SUT 

requiring hundreds of thousands of calls. Any mixture of the transport protocols and media can be 

used simultaneously.  

CRACKER’s Load Testing module is easily configured with flexibility in choosing: 

 required capacity, for example, calls 
per second 

 whether to terminate as well as 
originate calls 

 transport type to use (UDP, TCP TLS) 

 TCP or UDP port list 

 target numbers on the SUT  

 extension/number range settings 

 test duration 

 total number of calls  

 static or random call length / call hold 
duration  

 % of answered, unanswered, & failed 
calls  

 

 failure code settings  

 ring time answer and un-answer delay 
settings 

 busy hour settings 

 % of the total traffic sent in busy hour 
period(s) 

 Message templates for INVITE & 
background messages (OPTIONS & 
NOTIFY) 

 frequency at which to send 
background messages (OPTIONS & 
NOTIFY) 

 Load Testing – Specific features and 
specifications 

  



CRACKER Break your Voice system before the hackers do
   

 
 

 
CRACKER –  Advanced VoIP vulnerabil i ty ,  penetration & stress testing from the Cl oud  

www.velonasystems.co m 

Protocols:  

 SIP  
UDP,  
TCP (via IPv4 or IPv6),  
TLS  

Media:  

G.711 A/μ-law, G.722.1, G.723, G.729, 
GSM, 
iLBC, Speex, 
RTP, Secure RTP (SRTP), and RTCP 

RFCs:   

1889, 2327, 2617, 2976, 3261, 
3264, 3550, 4028, 

 

Call control capability:  

 UAC and UAS registration 

 SIP over TCP, TLS and UDP 

 SIP authentication: digest security scheme 

 Outgoing, incoming, pass-through SIP call 
simulation  

 Limitless simultaneous calls (SIP+RTP) 

 Customisable SIP headers and SDP 
attributes 

 Receiving calls with and without 
registration at SIP Tester

 

The complete functionality of the CRACKER editions is in the Service Provider edition 
CRACKER is delivered in different editions. The Enterprise Edition is designed for Service Providers to 

sell on to Enterprises to check their own configurations, and all the functionality of this edition is 

available in the Service Provider Edition. 

CRACKER Enterprise is designed to be upsold by MSPs to Enterprises to allow them, at touch of a 

button, check that they have made no mistakes, which could leave them vulnerable to attacks. 

 



 

 

 

 Want to secure your communications systems? 
Give us a call on (+353) 21 242 8400 or email info@velonasystems.com 

 

VELONA SYSTEMS 
 

OUR MISSION   
 
TO ELIMINATE RISKS TO 
PRIVACY & PREVENT T-DOS 
AND TOLL FRAUD IN VoIP 
COMMUNICATIONS 
 
Real-time VoIP threat 
detection & prevention 
via Cloud SaaS solutions 
to eliminate risk to key 
infrastructure, 
productivity loss, 
revenue loss, or 
brand damage 

OUR PRODUCTS 
 
CRACKER 
Advanced VoIP penetration & 
vulnerability testing from the 
Cloud 

 
WATCHER 
Real-time VoIP threat detection 
& protection 

 
C & Java Libraries via commercial 
licence  
SIP FINGERPRINTER 
MALFORMED SIP MESSAGE DETECTOR 
 

FIND US 
 
ADDRESS 
Velona Systems Limited, 
2nd floor, 11 Anglesea 
Street, Cork, Ireland 

 
POSTCODE 
T12CYR8 
 

ON THE WEB 
www.velonasystems.com 
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About Velona 

Velona uses its unique deep-DNA signalling 

analysis to keep companies safe from voice 

malware attacks, such as, robocalling, denial 

of service, one-shot malformed messaging, 

social engineering scams, toll fraud, and voice 

privacy breaches.  

VoIP: the new frontier in Cyber Security  

Attacks on voice systems growing rapidly and 

increasing in sophistication. As mobile 

networks transition to 4G VoLTE and 5G, the 

very size of this four-trillion-dollar market 

immediately makes VoIP the new frontier in 

Cyber Security.  

http://www.velonasystems.com/

