
    
  
 

 

 

 

 

 

  

 
 

OEM Product Description 

 

 

C & Java libraries from Velona for OEM use 
SIP Fingerprinter 
Get instant confirmation your calling end-point is legitimate or not 

Malformed SIP message detector  
Check SIP Message formats in real-time  
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Deliver a deeper level of VoIP Security in your existing 
solutions 

 

 

SIP Fingerprinting & Malformed Message Detection Library 
Velona Systems provide libraries which can be used to immediately strengthen key areas of 

VoIP Security in your existing solutions. Available for both C and Java, our libraries allow 

third party developers to easily include SIP Fingerprinting and/or SIP Malformed Message 

Detection into new or existing SIP applications and products. The library is available for 

Linux, UNIX, and Windows (Windows 7 and above) environments. Depending on the 

commercial agreement with Velona Systems the chosen library can be used for: 

• SIP Fingerprinting only 

• Detection of Malformed SIP Messages only 

• Both SIP Fingerprinting and detection of Malformed SIP Messages 

The library is available to all 3rd Party vendors who have a SIP software component, such 

as, NGN Firewalls, SIEMS, SBCs, E-SBCs, ISDN to SIP gateways, SIP IP PBXs, IP Phones, 

Softphones. It can be easily integrated into the Vendor’s own products, which then can use 

the output from the library to take specific actions, such as, blocking calls from non-

legitimate SIP endpoints, or reporting an attempted intrusion.   
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Benefits 

 

 Real-time identification of legit and non-legit VoIP (SIP) traffic 

 Immediately deliver a deeper level of VoIP security in your current solutions 

Features 

SIP FINGERPRINTER  

All major SIP User Agents identified (Sample only) 

SIPVicious, Cisco, Polycom, etc. 

Attack kits, ISDN to SIP gateway, E-SBC, Voice Servers, FXS gateways, IP Phones, 

WiFi phones, Softphones etc. 

Analysis performed on full message headers and parameters to identify a unique 

‘fingerprint’ that is matched against our extensive set of known SIP fingerprints and 

does not rely on the User-Agent header or Server header, as attackers can spoof these 

fields.  

MALFORMED SIP MESSAGE DETECTOR 

 Message not formatted as per RFC3261 rules 

 Message format as per RFC3261 rules but parameter length or value is abnormal 
 

Common Features 

 C library & Java library 

 Linux & Windows OS support  

 Accuracy scoring; Customizable config file 

 Simple and intuitive API & data model, with no dependencies on other libraries 

Network Types supported 

 IETF SIP  

 3GPP IMS (fixed line & VoLTE) 

 SIP implementations with proprietary extensions  

Standards 

IETF: RFC3261, RFC3262, RFC3264, RFC3265 / RFC6665, RFC3311, RFC3323, 

RFC3265, RFC3428, RFC3515, RFC3892, RFC3903, RFC3966, RFC4028, RFC4474, 

RFC5627. 

3GPP: TS24.229 

GSMA: IR.92, IR.94, IR.51 

PacketCable: PKT-SP-RSTF-C01-140314 (Residential SIP Telephony Feature 

Specification) 
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New threats from Unified Communications (UC)  

UC applications and SIP Trunking are enablers for new and increasingly sophisticated 

threats, such as Telephony Denial of Service (TDoS). Malformed SIP Message DoS Attacks 

take place when one or more malformed SIP messages are sent towards a specific target (e.g. 

an IP PBX, an IP Phone, an SBC, etc.) with the intent of preventing its normal operation by 

causing it to crash or to go into overload.  

Failure to manage these security issues leads to: 

✓ Loss of key infrastructure, such as, reduced contact center uptime 

✓ Revenue loss, and productivity loss 

✓ Brand damage  

✓ Toll Fraud 

✓ Financial fraud against the enterprise or its customers (beyond Toll Fraud) 

✓ Information security and regulatory compliance violations  

✓ Theft of proprietary information 

✓ Increased compliance costs  

UC application-layer policy and call control is required to adequately address these and 

other threats. 

Who can benefit from this library? 

The library can be easily integrated into the Vendor’s own products and used to detect 
attack kits posing as legitimate end points or user agents, find malformed SIP messages, 
allowing malicious messages to be blocked, and alarms raised, before damage is caused. 

The library is optimized to minimize the performance impact on the platform in which it is 
integrated. It uses Velona’s proprietary real-time algorithms, and in-built knowledge DBs to 
identify all known non-legit SIP attack tools, while for the legit callers we identify the 
specific manufacturer along with the specific model & software version.  

Sample Use cases for the C or Java library 

1. Users of a specific IP Phone type can allow only SIP messaging from that IP Phone type to 

pass and reject all other points of origin of SIP messages, including inherently those from 

SIP attack kits, such as SIPVicious. Or simply allow only SIP messaging from the specific 

model(s) of a manufacturer’s SIP endpoints that the customer uses, and not all endpoints 

from that manufacturer.  

2. Identification of the types & numbers of endpoints for auditing, provisioning, or analytics.  

3. Creation of Black/White Lists for SIP endpoints. 

4. Alarms and other notifications can be raised by the higher layer application as required. 
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 Want to secure your communications systems? 
Give us a call on (+353) 21 242 8400 or email info@velonasystems.com 

 

VELONA SYSTEMS 
 

OUR MISSION   
 
TO ELIMINATE RISKS TO 
PRIVACY & PREVENT T-DOS 
AND TOLL FRAUD IN VoIP 
COMMUNICATIONS 
 
Real-time VoIP threat 
detection & prevention 
via Cloud SaaS solutions 
to eliminate risk to  
infrastructure, 
productivity loss, 
revenue loss, or 
brand damage 

OUR PRODUCTS 
 
CRACKER 
VoIP penetration & vulnerability 
testing from the Cloud 

 
WATCHER 
Real-time VoIP threat detection 
& protection 

 
C or Java Libraries via 
commercial licence  
SIP FINGERPRINTER 
MALFORMED SIP MESSAGE DETECTOR 
 

FIND US 
 
ADDRESS 
Velona Systems Limited, 
2nd floor, 11 Anglesea 
Street, Cork, Ireland 

 
POSTCODE 
T12CYR8 
 

ON THE WEB 
www.velonasystems.com 
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ALL RIGHTS RESERVED . 

PRICING 

Available as a C or Java library, via annual 
commercial licence. Pricing is based on the 
number of units (SBCs, servers, etc.) on which it 
is deployed. Fee includes technical support, 
development & integration assistance when 
using the library with the customer’s higher-level 
application, with regular updates. 

STRONGER TOGETHER 

We use the power of the collective to make 
everyone instantly stronger.  

Anything we learn we immediately share, to 
ensure all Voice systems under Velona’s 
protection remain up to date with present threat 
data. 

http://www.velonasystems.com/

